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Naslov cjeline Djelovanje u mreznom sloju

Naslov jedinice Vjezba 1: Enkapsulacija podataka kroz slojeve OSI modela
CILU VIJEZBE

Ucenik ¢e znati samostalno analizirati enkapsulaciju protokola kroz slojeve OSI modela.

PRIPREMA ZA VJEZBU

U pisanoj formi odgovori na slijedecda pitanja:

1. Nacrtaj OSI model

Application Layer

[ Lo
s Lo
Transport Layer

n Network Layer

2  DataLink Layer

1 Physical Layer

Human-computer interaction layer, where
applications can access the nerwork services

Ensures that data is in a usable formar and is
where data encryption occurs

Maintains connections and is responsible for
controlling ports and sessions

Transmits dara using transmission protocols
including TCP and UDP

Decides which physical path the data will take

Defines the format of data on the network

Transmits raw bir stream over the physical
medium




2. Definiraj enkapsulaciju.
To je postupak pakiranja podataka, od 7. sloja prema 1. sloju, u oblik pogodan za prijenos
komunikacijskim vezama naziva se enkapsulacija. Odvija se na uredaju koji Salje podatke (izvor).

3. Za svaki od slojeva napisi najvaznije protokole

@:n ?La yers

of the OSI Model
i \ e End User layer
?' APP Ication e HTTP, FTP, IRC, SSH, DNS

e Syntax layer
e SSL, SSH, IMAP, FTP, MPEG, JPEG

e Synch & send to port
e API's, Sockets, WinSock

¢ End-to-end connections

e TCP, UDP

e Packets
e |P, ICMP, IPSec, IGMP

e Frames
e Ethernet, PPP, Switch, Bridge

e Physical structure

e Coax, Fiber, Wireless, Hubs, Repeaters

2 bme

IZVODENJE VIEZBE

* Pokrenuti program za pracenje protokola Wireshark

* Odabrati mreznu karticu na kojoj e se pratiti promet podataka (Ethernet)
* Pokrenuti praéenje prometa na mreznoj kartici

* Pokrenuti web preglednik i pozvati stranicu po Zelji (www.tsrb.hr)

* Nakon Sto se web stranica ucita, zaustaviti pracenje prometa

1. zadatak
a. pronadi protokol na aplikacijskom sloju koji sudjeluje u prijenosu web stranice — HTTP



M Ethemet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e BRERe>=F IS EQaQaQH
[ Ihttp [X] | Expression...  +
No. Time Source Destination Protocol Length Info
66 B.789729 192.168.58.24 142.258.188.132 HTTP 271 GET / HTTP/1.1
:.: 138 8.977389 142.258.180.132 192.168.568.24 HTTP 938 HTTP/1.1 208 OK (text/html)
798 4.186487 192.168.50.24 104.183.72.74 HTTP 299 GET /MFMwUTBPMEGWSZzAIBgUrDgMCGgUABBRI2smg2ByvwTLU%2Fw3m]S9le3NFmax
793 4.239212 104.103.72.74 192.168.50.24 0ocspP 1884 Response
1860 14.170006 192.168.50.24 104.103.72.97 HTTP 302 GET /assets/Owner/arm/ProcessMAU.txt HTTP/1.1
1864 14.192855 104.103.72.97 192.168.50.24 HTTP 411 HTTP/1.1 288 OK (text/plain)
5988 20.4164838 192.168.50.10 192.168.50.24 HTTP 268 GET / HTTP/1.1
5999 20.428969 192.168.50.24 192.168.50.1@ HTTP 188 HTTP/1.1 382 Moved Temporarily (text/html)
6005 20.422889 192.168.50.10 192.168.50.24 HTTP 277 GET /index.htm HTTP/1.1
6838 28.45@975 192.168.58.24 192.168.56.16 HTTP 1489 HTTP/1.1 208 OK (text/html)
6676 24.007817 192.168.58.24 65.182.178.12 HTTP 396 GET /neosmart HTTP/1.1
6838 24.264423 65.182.17@.12 192.168.568.24 HTTP 455 HTTP/1.1 382 Found (text/html)
6874 24.484387 192.168.58.24 142.258.184.83 HTTP 344 GET /neosmart HTTP/1.1
7833 24.916630 142.250.184.83 192.168.58.24 HTTP /XML 1132 HTTR/1.1 288 OK

b.

suurce
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Froweon

kako se zove PDU na transportnom sloju?

Lengun g
649 HTTP/1.1 208 OK (JPEG JFIF image)
54 51382 > 80 [ACK] Seq=1791 Ack=38652
1514 80 -+ 51384
1514 8@ + 51384
54 51384 + 8@
1514 8@ = 51384
1514 8@ = 51384
54 51384 - 80
1514 80 -+ 51384
1514 8@ + 51384
54 51384 + 8@
1514 8@ = 51384
1514 8@ = 51384
54 51384 - 80
1514 80 = 51384 [ACK] Seq=16212 Ack=1726
1514 8@ + 51384 [ACK] Seq=17672 Ack=1726
381 HTTP/1.1 280 OK (JPEG JFIF image)
54 51384 - 88 [ACK] Seq=1726 Ack=19132

1514 88 - 51385 [

1514 8@ -+ 51385 [,

1514 8@ -+ 51385 [

54 51385 + 8@ [

1514 88 -+ 51385 [
1514 88 = 51385 [ACK] Seq=10488 Ack=1746

[

[

[

[

[

r

Ack=10372

ACK] Seq=14752 Ack=1726

54 51385 - 8@
1514 8@ -+ 51385
1514 8@ -+ 51385

54 51385 =+ 8@
1514 88 -+ 51385

54 51385 = 8A

ACK] Seq=1746 Ack=14868
ACK] Seq=14868 Ack=1746
ACK1 Sea=1746 Ack=1A328

pronadi protokol koji na transportnom sloju enkapsulira web stranicu - TCP

Win=262656 Len=@

Ack=1726 Win=18176 Len=1460 [TCP se
Ack=1726 Win=18176 Len=146@ [TCP se|
Ack=7452 Win=262656 Len=8

Ack=1726 Win=18176 Len=146@ [TCP se
Ack=1726 Win=18176 Len=146@ [TCP se

Win=262656 Len=@
8176 Len=1460 [TCP
Win=18176 Len=146@ [TCP
Win=262656 Len=@
8176 Len=146@ [TCP
W 8176 Len=146@ [TCP s
Win=262656 Len=@
Win=18176 Len=146@ [TCP
Win=18176 Len=146@ [TCP s

=
w

==
w Cy v

Win=262656 Len=@

ACK] Seq=4648 Ack=1746 Win=18176 Len=1468 [TCP se|
ACK] 5eq=6108 Ack=1746 Win=18176 Len=1460 [TCP se|
ACK] Seq=7568 Ack=1746 Win=18176 Len=1460 [TCP se|

Win=18176 Len=146@ [TCP s
Win=262656 Len=@
Win=18176 Len=146@ [TCP s
8176 Len=1460 [TCP s
Win=262656 Len=@
Win=18176 Len=1468 [TCP s
Win=262656 | en=A

koji protokol na mreznom sloju enkapsulira segmente s transportnog sloja? - IP

Kako se zove PDU na mreznom sloju?- PAKET

[+1— 2598 8.163099

2599 8.163127
2600 8.163333
2601 8.163333
2602 8.163365
2603 8.163562
2604 8.163562
2605 8.163584
2606 8.163782
2607 8.163782
2608 8.1638087
2609 8.164006
2610 8.164006
2611 8.164029
2612 8.164225
2613 8.164225
2614 8.164225
2615 8.164250
2616 8.164445
2617 8.164661
2618 8.164661
2619 8.164691
2620 8.164886
2621 8.164886
2622 8.164909
2623 8.16510@9
2624 8.1651@9
2625 8.165131
2626 8.165326
2627 R.165%342

C.

SEGMENT

zadatak

a.

b.

e
c. Napisiis

Procitati i

hodisnu i odredisnu IP adresu paketa koji nosi web stranicu

Internet Protocol Version 4, Src: 193.198.184.158, Dst: 192.168.58.24
komentirati ostala polja zaglavlja jednog od paketa

Internet Protocol Version 4, Src: 193.198.184.158, Dst: 192.168.5
glee .

B1e1

Version:

4
Header Length: 28 bytes (5)

Differentiated Services Field: @x88 (DSCP: (5@, ECH: Not-ECT)

Total Length: 635
Identification: @x42da (17114)

Flags: @x4800, Don't fragment

Time to live:
Protocol: TCP (6)

5

5

Header checksum: 8x917d [validation disabled]
[Header checksum status: Unverified]

Source:
Destination:

193.198.184.158
192.168.50.24



Source - lzvoriSna IP adresa

Destination - IP adresa koja prima podatke

TTL - Time To Live — , Zivotni vijek” paketa tj.broj skokova koji ogranicava zivotni vijek
podataka

Total Lenght — Veli¢ina tog podatka u bitovima

Protocol — TCP — Vrsta protokola koja je koriStena na transportnom sloju

3. zadatak
a. zapisi naziv okvira u koji je enkapsuliran paket na drugom sloju OSI modela
- ETHERNET FRAME

b. napisiishodisSnu i odredisnu MAC adresu mreznih kartica

Ethernet II, Src: Routerbo_a6:8c:7f (74:4d:28:a6:8c:7f), Dst: AsrockIn_ce:9b:a8 (70:85:c2:ce:9b:
Destination: AsrockIn_ce:9b:a8 (78:85:c2:ce:9b:a8)
Source: Routerbo_a6:8c:7f (74:4d:28:a6:8c:7f)
Type: IPvd (BxB388)

4. zadatak

a. pronadi protokol na aplikacijskom sloju koji je sudjelovao u trazenju odredisne IP adrese
za zadano ime web stranice

M Ethemet — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 2@ RRERe=EFLEEQaaan
[ [ans] [] | Expression...
Mo. Time Source Destination Protocol Length Info
613 6.447432 192.168.50.24 193.198.184.140 DNS 83 Standard query 8xc®al Unknown (65) ss-tehnicka-zg.skole.hr
614 6.448716 193.198.184.1480 192.168.50.24 DNS 167 Standard query response @x7241 A ss-tehnicka-zg.skole.hr A 19
615 6.449366 193.198.184.148@ 192.168.50.24 DNS 128 Standard query response @xcBal Unknown (65) ss-tehnicka-zg.sk:
832 6.792282 192.168.50.24 193.198.184.1460 DNS 80 Standard query Bxalf9 A beacons.gcp.gvt2.com
833 6.792375 192.168.50.24 193.198.184.1460 DNS 88 Standard query 8xBed9 Unknown (65) beacons.gcp.gvt2.com
834 6.792727 192.168.50.24 193.198.184.1460 DNS 88 Standard query BxBbf@ A beacons.gcp.gvt2.com
835 £.792813 192.168.50.24 193.198.184.1460 DNS 80 Standard query @xaa7c Unknown (65) beacons.gcp.gvt2.com
838 6.793636 193.198.184.148@ 192.168.50.24 DNS 126 Standard query response @xalf9 A beacons.gcp.gvt2.com CHAME bi
230 A 70IRGA 102 108 184 140 162 1A% oG 24 nn< 167 S+andard Anarm: racnnnca Gvfadd linknaun FREN haarnne arn mtd |
b. pronadi protokol koji vraca odredisnu fizicku adresu (MAC adresu) za odrediSnu IP adresu
v . .« _ev . .v
mrezne kartice (veza fizicke i logicke adrese)
M Ethernet - x
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
L) DRERexEfF i EQaQanE
( |arp| [X] '}Expressinn +
No. Time Source Destination Protocol Length Info
507 5.819997 AsrockIn_ce:9a:e8 AsrockIn_ce:9b:a8 ARP 60 Who has 192.168.50.24? Tell 192.168.508.17
508 5.820012 AsrockIn_ce:9b:a8 AsrockIn_ce:9a:e@ ARP 42 192.168.50.24 is at 7@:85:c2:ce:9b:a8
2830 7.625600 AsrockIn_ce:9a:f@ AsrockIn_ce:9b:a8 ARP 68 Who has 192.168.5@.24? Tell 192.168.50.25
2031 7.625617 AsrockIn ce:9b:a8 AsrockIn ce:9a:f8 ARP 42 192.168.58.24 is at 7@:85:c2:ce:9b:a8




